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Attachments:	


1. Overall Description:
SA3 thanks SA2 for the LS S2-2006011 on System support for Multi-USIM devices. SA3 discussed the issues raised in the LS and arrived at following conclusions.

Q1: Please confirm whether exposing the Paging Cause in cleartext poses any privacy/security issues. 
[bookmark: _GoBack]SA3 answer: Exposing Paging Cause in clear text is a privacy and security concern. It can help an attacker to track the person faster and learn about the victim’s activity, this exposure needs to be avoided.
Q2: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification from a Paging Server and provide feedback on the security aspects of the communication between UE and Paging Server.
SA3 answer: PUSH notifications across two PLMNS can create a potential notification storm in a target network, unless restricted. To prevent such a storm, PUSH notifications need to be allowed only between two mutually known and authenticated Paging servers based on business relationship. If such an interface is not in the scope, there is a huge risk.
Q3: Please confirm whether from security perspective you see any blocking issues for the principle of Push Notification via SMS and please provide feedback on the use of the USIM credential to validate the SMS carrying the Push Notification and any privacy issue due to exposing MSISDN to other operator.
SA3 answer: Same as the case with sending PUSH notification over internet. Unless the interface between SMS-SC and source Paging server is secured, threat of PUSH notification storm in the target network exists. Exposing two MSISDN over the internet can lead to new attacks and easier tracking of the user.
Q4: Please confirm whether from security perspective you see any blocking issues in this solution: The registration request message of UE-2 includes the GUTI of UE-1. The UE-1 and UE-2 are part of same MUSIM UE.
SA3 answer: Within the same PLMN if the UE uses two USIMs optimizations may be possible for certain network procedures. SA3 sees no issues for such procedures.





2. Actions:
To SA2 group.
ACTION: 	SA3 requests SA2 to take the above answers in to consideration.

3. Date of Next TSG-SA WG3 Meetings:
SA3#100e-Bis	12-16 October 2020	e-meeting
SA3#101e	9 - 20 November 2020	e-meeting
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